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Sb: 6293 /STNMT - CNTT Thanh Hoé&, ngay 29 thang7 ndm 2021
VIV canh bao 16 hong bao mat mirc cao va nghiém

trong trén cac phén mém, ung dung cuia Micorosoft,
WInNRAR va Solarwinds.

Kinh gui: Truong cac don vi thudc Sé.

S& Tai nguyén va Moi trudng nhan dugc Cong vin s6 1534/STTTT-CNTT
ngay 23/7/2021 cua SO Thong tin va Truyén thong vé viéc canh béo 16 hong bao mat
mirc cao va nghiém trong trén cac phan mém, Gng dung caa Micorosoft, WinRAR va
SolarWinds.

Trong thoi gian gan diy, Cuc An toan thong tin, Bo Thong tin va Truyén
thong d ghi nhan cac diém yéu, 16 hong bao mat méi trén cic phan mém, Gng
dung dang duoc sir dung rong rai trong cac hé thong thong tin cta cic co quan, to
chtrc. Trong d6, c6 nhitng 16 hong bao mat mirc cao va nghiém trong c6 thé bi khai
thac, st dung dé tdn cong c6 chu dich trong dién rong. Pé ting cudng chu dong
phong ngira cic rii ro mat an toan thong tin tai hé thong thong tin cua S¢. Giam
dbc S& yéu cau cac don vi thude S¢ khan truong trién khai mot s6 ndi dung sau:

1. Giao Trung tam Cong nghé thong tin:

- Tang cuong theo ddi giam sat hé théng dong thoi thuong xuyén theo ddi
kénh canh bao cua cac co quan chiic ning va sin sang phuong an xir 1y khi phat
hién c6 dau hiéu bi khai thac, tin cong mang; hd tro cac don vi khi co kho khin vudng
mac.

- Piang tai toan bd noi dung Cong van sb 1534/STTTT-CNTT ngay 23/7/2021
cta S& Théng tin va Truyén thong trén Cong thong tin dién tir S& Tai nguyén va Mbi
truong Thanh Hoa.

2. Giao truong cac don vi thudc So:

Pho bién, quan triét dén toan thé cong chtrc, vién chirc va nguoi lao dong thudc

don vi minh thuc hién ki€ém tra, ra soat va xac dinh cac may tinh dang cai dat cac phan
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mém, tng dung c6 kha ning bi anh hudng boi cac 16 hong trén, lién hé véi Trung tim

Cong nghé thong tin dé co phuong an xir Iy, khic phuc 16 hong. Cap nhat phién ban méi

nhét theo khuyén nghi ctia hiing san xuét dé khic phuc cic nguy co mat an toan thong tin.
(C6 phu luc théng tin cdc 16 hong bao mdt kém theo).

Theo cac ndi dung trén, yéu cau Trudng cac don vi quan tam trién khai thuc

hién./. %
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Phu luc: Thong tin cac 16 hong bao mat

/STNMT-CNTT ngay

Théng tin cac 16 hong bio mat

thang
Sé Tai nguyén va Moi trudong)

nam 2021 cua

STT CVE M0 ta Ghi chd
A al T XLAL A - Cong van so0
- Mo ta: Lo hong ton tai trong XA 1%
Microsoft Exchange Server, cho }1?/NC§CDTPT Ve viee 15
(o aAe IS . ong bao mat trong Microsoft
phép doi tugng tan cong thyc thi .
At xa. Exchange Server ngay
- Diém CVSS: 9.1 (cao) orggilio\%;n o
1| CVE-2021-34473 égcgrggggg'oﬁgfggfge 1122/BTTTTCATTT vé viée
- Ngudn tham khéo: 04 16 hong bao mat mai anh
httos:// . ) fit huong nghiém trong téi may
PS-//MSTC.MICrosott.co. hu thu dién tir Microsoft
m/updateguide/vulnerability/CVE ¢ : 1o
2021-34473 Exchange Server va huong
dan xtr ly ngay 16/4/2021.
- M ta: LS hong ton tai trong
Microsoft ExchangeServer, cho
phép dbi tuong tan cong thuc thi
ma tu xa.
- Diém CVSS: 9.1 (cao) L3 héng méi cong bé nga
2 | CVE-2021-34523 | - Anh huéng: ExchangeServer | [/ /20g21 gbongay
2019/2016/2013 '
- Nguon tham khio:
https://msrc.microsoft.com/update
guide/vulnerability/CVE2021-
34523
- M6 ta: Lo hong ton tai trong
Windows Print, cho phép d6i - Céne vin sb
tugng tan cong thuc thi ma tir xa. g \
- Piém CVSS: 8.8 (cao) 1392/STTT-[QIHT ngay
3 CVE-2021-34527 | Nguén tham kho: 02/7/2021 vé viéc du bao som
https://msrc.microsoft.com/update g%u y €0 tan cong mang tren
guide/vulnerability/CVE2021- 1en rong.
34527
- M6 ta: Lo hong cho phép doi
tuong c6 dic quyén thap tan cong
tir xa vuot qua cac co ché kiém tra
bao mat trong dich vu Active
4 CVE-2021-33781 Directory dé dat dugc cac dic L6 hong méi cong bd ngay

quyén cao hon trén may muc tiéu.
- Piém CVSS: 8.1 (cao)

- Anh hwéng: Windows 10,
Windows Server 2019.

- Nguon tham khio:

13/7/2021.



https://msrc.microsoft.co/
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https://msrc.microsoft.com/update
guide/vulnerability/CVE2021-
33781

CVE-2021-34492

- M6 ta: Lo hong cho phép doi
tuong tin cong vuot qua co ché
kiém tra trong Windows
Certificate dé gia mao chung chi.
- Piém CVSS: 8.1 (cao)

- Anh hwéng: Windows
10/8.1/RT8.1/7, Windows Server
2016/2012/2008.

- Nguoén tham khio:
https://msrc.microsoft.com/update
guide/vulnerability/CVE-2021-
34492

L4 héng méi cong bd ngay
13/7/2021.

CVE-2021- 35211

- M6 ta: Lo hong cho phép doi
tugng tan cong thong qua giao
thirc SSH, tir d6 thuc thi ma tir xa
v6i dac quyén cao hon trén may
chu muc tiéu

- Anh hwéng: SolarWinds Ia
Serv-U Manager File Transfer va
Serv-U Secure FTP, anh huéng
dén phién ban Serv-U v15.2.3
HF1 (phat hanh ngay 05/5/2021)
va tit ca cac phién ban trudc do.

- Nguon tham khio:
https://cve.mitre.org/cgibin/cvena
me.cgi?name=CVE-2021-35211

L3 hong méi cong bd ngay
12/7/2021.
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